HALO DOCUMENTATION V1.2
Welcome

Hello and thank you for supporting Halo software. The following documentation will describe Halo and its various uses. We are continuing to work on this and create the schematics to further illustrate the software. If you have any questions or want to provide input to the development process, please contact us through the website. Also if you want to join the team let us know! Crypto-currency needs all of us for long-term sustainability!

Contents









Page
1. Introduction and Background



  1

2. How to Use Halo




  
  2

3. What can I do with Halo?




13
4. What is Malleability?




15
5. How do I Make Change?




17
6. What is Upcoming? 




19
7. References
 & Troubleshooting



21
8. White Paper





23

HALO DOCUMENTATION V1.2
1. Introduction and Background to Halo

Smart contracts have been discussed since Bitcoin was conceived, with multi-signature wallets and other protocols primarily in use today. These wallets and other protocols, however, are unable to easily turn cash into Bitcoins. For Bitcoin to prove its full worth, it will need to increase its market cap and, through safe international trade, remove volatility from Bitcoin almost completely. A model can be drawn from Forex and stock fluctuations, which are generally more stable because of the high trade volume. In theory, they are equally volatile in low volumes as Bitcoins. 

International exchange of Bitcoins and especially decentralization has the potential to solve a myriad of world problems if we can build a foundation of trust. Halo made this foundation possible with double deposit two-party escrow.

I first began thinking about development shortly after rumors of regulation in China collapsed the Bitcoin market. I realized that by using two deposits, a buyer and seller could make an unbreakable commitment. However, there needed to be a way to prevent any incursions or interruptions. To do this, I considered for the design a “timer” in which all transactions would have to be timed. When time runs out, the escrow will send the balance to an un-spendable address. 

Development at this point was really exciting until I hit the next set of harsh realities: (a) time-locked transactions, which are not replaceable and, as a result, interfere with contract proposals on the contract wiki page; and (b) malleability. It is these problems, I believe, that have held up the introduction of “Bitcoin 2.0” and needed to take priority in my software development.

Taking these issues and others step-by-step, I took to python and started coding without stop. The result is Halo, formed to reflect new solutions. Halo implements public key cryptography for messaging and a unique change system for multiple simultaneous transactions so that a true trustless and decentralized package could be delivered to you. It is important to note that Halo’s code does not do anything that Bitcoin/Blackcoin/BitBay or any alternative currency does not do naturally. Rather, Halo is a novel business protocol that solves a problem about commitment schemes and trustless two-party double deposit escrow. These contracts make it impossible to commit theft or fraud with the counterparty. Once society realizes how powerful double deposit escrow is, they will feel greatly relieved. This can truly be the most powerful tool in the world for decentralization and barter. Halo is truly the first of its kind to support two-party contracts.
David Zimbeck
Founder and Developer
2. How to Use Halo

Hopefully you are already familiar with Bitcoin. If not, I refer you to the Internet. Bitcoin has an excellent wiki that explains the system and will cover any of your questions. 

2.1 Starting Your First Wallet
When you start a new wallet (File → New Wallet) on Halo, you will be asked to create two private keys (multi-signature wallet). The two private keys are similar to, but even safer, than having two locks on your front door. Each private key also has a corresponding public key.  

· The public key is a key that can be shared without revealing the corresponding private key. Think of them like "fingerprints" for your private keys. You can prove who it belongs to, but you cannot copy the key. 

· The private keys are your personal keys, each unique and both are needed to make any transaction happen. You have the ability to encrypt/password protect each key individually for double protection. Additionally we allow you to hide keys or for that matter, any file within an image file (such as a jpeg). An innocent picture of your family cat, could in fact contain your keys.

Each private key has a corresponding public key. This form of encryption is what allows Bitcoin in the first place. It allows two-way cryptography.  Your public keys are backed up inside your private keys. If you lose your public key ".share" files, you can still use your wallet. BUT, if you lose your ".private" key files you lose access to your account and your money. 

For this reason, it is important that you take care with where you save your private key. I suggest as a backup that you keep your keys in safe, separate folders or locations. If you are particularly concerned, I suggest storing one key on your computer and one on a CD, DVD or flash-drive separate from your computer. Then, when you want to access your wallet you just have to put it in your computer.

2.2 Creating Joint Accounts
With BitHalo, you don't need to create two private keys at once. You can set up the joint account automatically. Simply click on “New Joint Account” in the “Home” tab and follow the instructions. If you want to form the account manually, you can go to File ( New Wallet, create the first private key, and then cancel when they ask you to create the second private key. The steps to do this manually are as follows:

· Create the first private key and cancel when asked for the second.

· You or your joint partner makes the second key in the same way.

· You and your partner exchange the public keys which are your ".share" files.

· Then you go to File ( Open Wallet and load the private key you created and the ".share" file that was sent to you. Now your new wallet will be created.

Using this single-key creation method, your partner, spouse or child would create their key on a totally different computer and then send you the share file (the public key) associated with their private key. You will do the same, sending them your share file (public key) associated with your private key. In this way, you both have the counterparties’ public key and your own private key. Either of you can open the wallet normally like any two-key wallet using your private key and their shared key. This process will automatically store and pair their shared key in your private key file. From that point on, you only need to open your private key since it can be considered "paired".

It should be noted that in a joint account, you will not be able to negotiate contracts since your partner would have to approve every step (they have the second key). Instead, you and your partner would want to agree on any expenses and decisions regarding the account. In this single key mode, you can use the "Two Step Send" described later in this documentation.
2.3
Opening a Wallet – Singular or Joint
To open a wallet in Halo, you start with your private key. 

Your second key can be either a private key or an unpaired public key (share file). Or, it can be skipped entirely if you are only loading one key. 

If you do not have a joint account and are working alone, you will most likely want to open your wallet by loading two private files.

You may choose to use just one private key for one file when working alone. This is for extra security, particularly when you keep the second key on a different computer! In this way, your wallet is 100% hack-proof. Spending in this way is similar to two-factor authentication.

2.4
Creating Encryption for Key Files
For password protection, BitHalo uses a basic encryption system, encrypting the text in your key file. If you do this, you may want to discard any old copies of your unencrypted private key since the text inside it will reveal the key.

If you are afraid you will forget your password, then I recommend a safety deposit box for the key file printed or written on a piece of paper for long-term storage as well as a digital copy. Paper copies are much more secure since digital backups such as hard drives have a short life span. Simply open your private key with a text editor and print it out with your printer.

To encrypt, go to File ( Encrypt Keyfile. Remember, you have two keys so you can have two totally different passwords! This is security on a whole new level.

2.5
Sending Funds – Normal Sending
You can send funds normally with Send. The Send button will use both private keys to sign and send the coins. It will only work if both keys are connected. You may type your amounts in coins or in dollars. If you type the amount using the $ sign, Halo will get the exchange rate and confirm it with you before converting and sending.
2.6
Pay Multiple Addresses

You can also send coins to multiple addresses at the same time. Simply click on “Advanced Sending” and enter all the different addresses you want to send money to. In the automated form, you fill out one address at a time and add it. However, using this method, you can not use an email address as a receiving address.

2.7
Pay To Email – User friendliness and tipping
Pay To Email is a simpler and easier way to pay people. This makes it easy for those who do not want to memorize long addresses. However, only Halo is capable of redeeming these emails. Since Bitcoin is capable of sending small amounts of money (even less than a penny), a new craze of online “tipping” has become quite popular. You may wish to tip your colleagues for performing a service and thus showing your gratitude. Moreover, you introduce them to digital currencies. Even if your friends don’t have a Halo client yet, you can send them an email using “Pay To Email”, holding the coins you want to send them. Once they have downloaded the Halo software, they automatically redeem your tip.

One thing to understand about this feature is, because Halo is able to access your email account, there may be a case where their email provider is not supported. However, if you do receive a Pay To Email and your service provider was refused, simply forward that email to one of the supported provider addresses. The providers are listed in the client when you click on the “?” box in the “Receive” tab.

To prevent hackers from getting the coins in the email, we recommend password protecting your payment. When a password protected payment arrives in your email, it will show in your “Pending” tab. When redeeming it, you will incur a small fee to the miners. Both sender and receiver split this fee since it is charged when sending and when redeeming.

If your Pay To Email is not redeemed, you may simply redeem it yourself. This helps prevent any mistakes and allows for a refund if the other party procrastinates. However, Halo will force you to wait 24 hours before doing so out of courtesy to the receiving party. In theory if you don’t redeem it, they could do so even years later.
2.8
Sending Funds – Two Step Send

This option is used for joint accounts and maximum security. For example, if you have a business partner and you want to agree on all purchases jointly, then you can both control a key, giving 50% control of the account. This was described in detail in Section 2.2, Creating Joint Accounts.

A Two Step Send can start with either you or your partner.  The purchase creates a "signature file" which can be sent to the partner through email (where it can be opened and spent, or ignored). This is also very useful for a parent who wants to monitor their child's online purchases. 

A summary of the Two Step Send, used for joint accounts, is as follows: 

· Fill in the fields for the address and the amount: 

· Go to Step 1 and create the signature file. The first step in Two-Step Send deducts the amount from your account. However, it is not final until it is signed again. Remember, nothing can be finalized without both signatures.  (Refer to Bitcoins wiki for more information on how inputs work.) If you ended up clicking on “Send” Halo would realize only one key was connected and would initiate step one.

· Email this file to your second location/partner. Once you have used the Two Step Send, you need to send it to your partner or your second computer perhaps via email. If you want to save the address of your second location/partner, click on “Advanced Sending” and add it there on the right. Bitmessage may also be used if they prefer the anonymity. It is important to avoid canceling these payments because that doesn’t invalidate them. The half signed transaction is enough for your partner to spend it. So make sure your partner knows you are canceling. Therefore complete this step so neither you or your partner try to spend the same inputs (cash) from each computer. If you do try to spend the same inputs, your transactions will be voided and you will need to contact the counterparty to resend the transaction after the software has freed up the inputs. (Sharing the contracts file among all the computers you run Halo on, will avoid these input conflicts although it is not necessary to go to those lengths. If it's a joint account you should be on the same page anyway.) 

· If the signature was sent manually, then from your other location, you or your partner would open the file and approve the purchase. Otherwise, Halo will automatically see the offer and it will populate in your “Pending” tab. If you want to automate the task of approving any payment request, click on “Advanced Sending” and check the “Autosign Two Step Spend Offers” box. The autosign feature is useful for partnerships with extremely high trust levels or for ultra high security personal accounts. Perhaps it’s best to think of this “Two Step” spending process as “cash.” In "Two Step Send" you are taking cash from one location with the plan of spending it at another. Thus, you cannot make deals that try to spend that same piece of cash twice.)
If you want to cancel the Two Step Send and free up the inputs, this option will be available to you in your History menu. You just click the order, and a pop-up will appear with the details of the order confirming the cancellation. This will only free up the inputs however and the signature file will be valid until those inputs are spent or another expense uses the inputs.

2.9
Receiving Funds
The Receive tab in Halo shows your address and conveniently lets you copy it to the clipboard. You will send this information to anyone with whom you want to do business or from whom you want to receive money. There are many options available. If you add an email for receiving contracts and offers, we recommend you start a new email account so as to not interfere with your inbox. Anonymity is perfectly in tact with email since Halo uses encrypted messaging for sending all the emails. It is also decentralized in the fact that there are endless email providers. Our list of approved providers will continue to grow and it is shown in the client. To see them click the “?” box.

If you are selling something on the markets like Bitcoins for example, using the “Cash” template, you should post all the information the buyer will need to send his money to you. Examples are Western Union, Bank Account, International Wire, Mailing Address, or Paypal. If this is a deal for buying/selling goods, your counterparty may send you a shipping address. Halo is the first multi-signature client that uses double deposit escrow in order to trade on fully decentralized markets. The markets are implemented in the "Market" tab. We have a separate section to discuss trading, tactics, templates and contracts.

The less you talk to the counterparty the better. Halo’s intent is to keep your privacy. In addition to protection of privacy, Halo software can also be used to prove ownership of an escrow. For example, you can request your counterparty start a ticket with Paypal. They would post their public key and you would post yours so that everyone can confirm a successful escrow. Although we highly recommend more secure methods of money transfer such as wires, Western Union, Moneygram, or cash payments. Although those payment methods are normally thought to be insecure especially when doing business internationally, but the reverse is true in Halo. The deposits prevent theft making these transactions perfect. In fact, Paypal or credit card payments would interfere with the unbreakable nature of Halo due to chargebacks. Also if you are in a country that has "know your customer" rules it is recommended that you and your counterparty understand them. Under these conditions more information may be required.
2.10
Making an Offer – The Cornerstone of Halo
This is where the magic happens in Halo. Once you know what type of deal you are doing, you can now construct a contract. We can advise a few different strategies although there are really unlimited ways you can use this system. As of writing this, to our knowledge Halo is the only two-party electronic contracting system anywhere in the world. 
· Our primary recommendation is that both parties pay the same deposit: 
For this example, the person sending the digital currency would probably be imbalanced by 2:1(his deposit plus the purchase amount.) This is OK because the counterparty in many cases will be sending a commodity in exchange. However, it depends on the type of deal, many different styles of contracting can be done here. For example, a party may choose to be a guarantor. Perhaps only one party wants to deposit and cover the counterparty. Perhaps the coins are only used for self-insurance purposes. There is really infinite strategies and perhaps one day entire manuals will be written on this.

Example: Let’s say the counterparty is sending cash. Once it is sent, the balance is even at 2:2. If it was imbalanced in the Bitcoin seller’s favor, that cash would have tipped the scales anyway in reverse. Imagine a seesaw or a set of scales.
If the deal is done this way, the buyer (the one sending Bitcoins) will be in escrow 2:1, so they will broadcast it. You can consider ignoring the instant refund option if you choose. If the buyer changes the transaction ID, they will destroy the transaction and that would leave them with double the amount in escrow anyway. So they will not profit from theft, but still be at a loss! It gives very little leverage for extortion. (Also, by not giving them a way to talk to you, there is no room for extortion.) Also, the program will not proceed until everything is signed. The person broadcasting checks for bad signatures and the information in the emails/etc is protected by encryption.

Halo Safeguards

Halo software has several safeguards to assure you are fully protected: 

· Signature: Wait to make sure Halo confirms that the escrow is properly signed before sending the cash/commodity. Halo will alert you that everything is confirmed. Once it does, you are free to make the exchange. 

· Destruction Transaction: If Halo sees changes to the transaction ID, it will attempt to re-sign the destruction transaction. The counterparty will be forced to sign, since they are in escrow at 2:1. Halo will forget the deal by deleting the keys in the contract file once it has timed out, so that disabling the timeout/destruction transaction cannot do anything for dishonest parties. 

· Instant Refund: If you are dealing with somebody you really don't trust, the instant refund is a good way to protect against malleability. This requires them to put up extra money which will be instantly refunded based on the transaction ID. So changing it would not be an option. It has also been established that multi-signature is much more resistant to malleability and all Halo accounts are multi-signature.

· Signing broken links: Any broken transaction IDs will automatically be re-signed by the client. This may happen if a group of miners decided to randomly mutate transactions. Perhaps there will be benevolent mining pools that will help avoid this problem entirely in the future. If resigning needs to happen please be patient. Funding in BitHalo can take hours depending on if the counterparty is connected. BlackHalo on the other hand, can fund an escrow in minutes.

· Micro-trading: With Halo, micro-trading allows you and your counterparty to put up equal deposits with a very low purchase amount. This creates a bridge and, from there, you would send a small percent of what you both negotiated. You then repeat the exchange many times until the full amount is funded. Using this method you can transfer potentially millions of dollars using a small deposit. Remember, this is not limited to coins. Perhaps you are employing somebody or perhaps you are trading silver for gold. Micro-trading small amounts of anything is possible as long as the deposit is higher than each trade. This is the basis for NightTrader, our decentralized exchange.
· Time Function: Halo allows you to safely trade or barter commodities however you like. When planning your project, the time limit/destruction transaction is really the most important thing to consider. You can plan ahead, and even set your trade for a year if you desire. Just remember, time limits are there for your protection. They protect either party from being lazy, dishonest, or just careless. Since they have to pay a deposit and in some cases, 2-3 times the value of the transaction, they will not try to cheat you. If they do try to keep the cash or do not confirm the deal, just let the deal time out. Think of it this way, have you ever seen a person toss a 100 dollars in the trash? Think of this as a trust building system. If you perform enough deals with them (like in the case of a trusted company) a deposit may not even be necessary. We are always growing as a company. Halo has integrated a reputation system into its decentralized markets.
In cases where you are dealing with a business, they may adopt Halo to gain your trust. We anticipate this will occur in several and hopefully many instances. Even so, all deals should have a timeout. We suggest two weeks is more than enough time for a typical cash transaction. For shipping one to two months is standard.
Remember, the time limit function in Halo puts extra pressure on the deal. Once time runs out, both Halo clients will assume the deal is over, so don't let your time run out!

Auto-backup: The auto-backup function, located to the right of the boxes, contains all your raw contract data. While Halo will be able store those inputs as encrypted messages, automatically it will also save the progress after each step in a file called Contracts.dat, however, you always manually back up your file with the Auto-backup function in a second location. We suggest you use a flash drive for your backup. Soon, we may have a folder with backups from every transaction in separate files.

2.11
Establishing the Encrypted Messaging System.

We use multiple decentralized messaging systems.  Halo and its decentralized markets use a system called Bitmessage for the communications. Even more beautifully, our system is used for naive protocols so contracts can be enforced without being gamed. We use a "filtered" communication channel. This not only seeks to block extortion while allowing special messages, but it blocks any activity that is undesirable as well.
Encrypted email has been implemented as well for a user friendly secure alternative to Bitmessage. Because every email is encrypted, there is not a chance for your privacy being jeopardized. This allows you to send contracts to an email address such as Gmail or Hotmail.
Halo’s encrypted messaging system is the only anonymous and secure way to communicate. Most importantly, this prevents bloating of the blockchain. This is very critical and important to the health of digital currencies. Lastly, we protect our contracts using something called public key encryption. With Halo, you send the other party your escrow public key and they use that as a cipher to make a secret message. You decrypt the message by using your escrow private key. 

2.12
Paying Transaction and Mining Fees and anti-spam

In order to avoid spam, you can publish your digital currency address instead of your Bitmessage or Email address for receiving contracts. If a party wishes to send you a contract they will pay 3 small fees of 5500 Satoshis (units) plus the mining fee that they set in the client. The 3 fees are for the creation of the encrypted message and are currently worth fractions of pennies in most altcoins. In Bitcoin however it’s a little bit more and this can add up if a party is trying to spam. The reason they are valued at 5500 Satoshis is due to Bitcoin’s anti-dust requirement. Most miners will ignore amounts lower than that to prevent bloating the blockchain. During escrow you will normally pay 2 fees. One fee funds your temporary account and another is split twice with the counterparty. You may split another fee if there is an instant refund involved. Each fee is taken out of your primary and temporary accounts, with Halo making sure you have the funds to cover everything.

In the following example, we use the default fee and roughly the current Bitcoin market price: At 0.0002 Bitcoins at a price of $260 dollars (for example), two transaction fees will cost you $0.10. 
The fee set for miners in Halo is a recommendation not a requirement. I like to set mine at 0.0003 to make sure it gets into the blockchain quickly. Some altcoins are set higher to make sure all transactions are covered properly. Perhaps if you are breaking for a lot of change in BitHalo you may be requested to raise the fee. If the fee is too low, Halo will notify you and we highly recommend that you change it if asked or else your transaction may never make it into the blockchain. Still, it costs pennies to send at the moment which is substantially cheaper than the alternatives. We like to pay the miners the standard fee so that Halo makes everyone happy. Our protocol wont bloat the blockchain (the shared public ledger) since only a few outputs are needed to bypass spam, and perhaps most importantly, Bitcoin is going to have to face that issue much sooner than later regardless of our protocol. Pruning systems are possible and already implemented in some coins. 

Bitcoin miners will receive fees when confirming the transaction which is standard. You will notice transactions for 5500 satoshis appearing in your account history during deals. They will remain in the account until Halo tries to spend them. Halo's special denomination system will conveniently group odd denominations together. When sending small fees, BitHalo tries to make as many pieces of change available as inputs beforehand. You should refer to the section on change for more details.

2.13 Managing Pending and Open Contracts

Once a contract is sent, it goes to the Pending tab. The counterparty can counter offer or ignore it by clicking on the offer and following the instructions. You will see your own offers on that tab as well. Once an offer is sent, it is final, so try to get it right the first time. Clicking on an offer reveals a popup window where your options are described. They vary for each step. Halo has a counter-offer system which is turn based. So once you counter, you can only wait or send an entirely new contract. Consider that if you try to go outside of the counter-offer system they may be blocking spam. Countering also makes the original offer obsolete. During the early stages of negotiation, after roughly 4 days a contract will time out and will be deleted. This time limit will vary slightly since the blockchains "block height" is used to keep track of time. You can follow the progress of an accepted offer. Halo will make the transactions and agreements and then broadcast them.
If a contract is accepted, and the broadcast is complete, it goes to the Open Contracts tab. On the Open Contracts Tab, you will be able to see all your buyer and/or seller contracts. This tab will also display contract updates, signature status, confirmations, or cancellation requests.  Any notifications will show up here too. The time limit is listed here. Halo uses several techniques for time, the most reliable being the blockchain itself. It also uses an online timestamp and the computers timestamp. However, for the sake of accuracy, the blockchain is more of a backup since block times can tend to vary depending on mining. Instead it is used to verify that the Internet's clock is accurate. For a universal time and date, the Internet clock is the first one used. It also appeals more to the average consumer who may not understand the blockchain. If the Internet time returns an error or if it appears out of sync, the program will revert to the block height. This makes hacking the time limit almost impossible. If you want to take action on a deal, click on the transaction to see a list of options and the full transaction details. Soon, custom filtered messages will be possible (like Western Union confirmation numbers among other things). Two-step sending escrows will be added as well.
The primary action steps from the Open Contracts tab is either "confirm" or "cancel". If you send a confirmation or cancellation request, you cannot take it back, i.e., you do not get a chance to “change your mind.” This is because you will be sending a raw half-signed contract.

2.14
Preparing for Emergencies

If you are involved in contracts and negotiations, especially high-dollar value transactions, you should give one of your keys to a trusted spouse, relative, partner or close friend. Money cannot be accessed or spent without the second key, so this creates a security bridge for you in case of loss. I also suggest you provide a brief tutorial of Halo to this person who holds your second key. Also, you might consider giving an alternative way for your party to contact you.
This single key will allow an individual to login to your account and cancel (or even complete) your open contracts. If you are in an urgent situation where you cannot get to your account or computer, your trusted individual can help both you and the other party tremendously.

To answer your inevitable question, the reason it is possible to control your open contracts with a single key is because each contract in Halo uses a series of completely different accounts, and each account has a different private key for signing and for communicating contract details. 

Don't lose your "Contracts.dat" file! It's just as important as your private keys. Make sure that every computer that you use to negotiate has the most up-to-date copy of that file.
2.15
Accessing History and coin switching
Your balance will show up once you are connected to the Internet. BitHalo Version 1.0 does not store the blockchain (public ledger) on your computer. Instead it connects to Electrum and other servers. We will continue to add more advanced accounting features. Sometimes it takes a transaction a moment to confirm. If you want faster transactions, we recommend you switch to BitBay or BlackHalo which are some of the worlds fastest and most secure coins. The other primary difference you will see if you switch is that other Halo coins do in fact download the blockchain. If you ever have synchronization issues or transactions get declined try restarting the client. Also, you can use the same pair of keys for any Halo account. So always make sure you protect your keys.

When reviewing your history, you can look closely at each one to see the inputs, outputs, values and addresses. You may notice that your change is split up into denominations. This will be further explained in the change section of this file.

If a transaction is coming to you, it may take a few minutes to show up on the blockchain. BitHalo checks the blockchain every 60 seconds for updates. There is a refresh button if you want to check more frequently. You can check blockchain.info for more detailed information on your wallet. 

Unconfirmed coins will show up in your history, but, for your own protection, Bitcoin does not allow you to spend these coins until they are confirmed. 

The "Video Library" button is useful for seeing any tutorial videos or video updates about Halo. There is helpful tip boxes within the client symbolized by question marks. These boxes will explain each panel in detail. There is a lot for us all to consider due to the large amount of doors this program opens and its rich feature list. The descriptions can be lengthy but they are worth reading.

2.16  Contacts

Since you may not want to remember multiple Bitcoin addresses, BitHalo has created a basic contact list. This can be handy so you don't have to remember long addresses or the email or Bitmessage address associated with them. For now, you can save the email, Bitmessage, and coin addresses as well as a Nickname for the account.

3. What Can I Do With BitHalo?
The short answer to this is "anything you can imagine" as BitHalo is the first true trustless trading system. Following are a list of suggested uses for BitHalo:

· Trade cash worldwide for Bitcoins using direct deposits, MoneyGram, Western Union, Paypal, credit card, gift cards, or other preferred avenues. All possible within the client. This can be done peer to peer or with companies. You can contact parties for trading through the chat rooms or you can post contracts to the Halo/NightTrader markets. The basic contract you would make for this is make every value equal. So the Amount and both deposits could be the same. Then you are free to send or receive the cash. Since both the amount and deposit are advanced into escrow, theft is literally impossible without resulting in loss. You can also make lower deposits if you wish and send cash in increments if you are building trust. 

· Use deposits to create a bridge. This can allow for bartering. You can trade anything for anything with full confidence that the transaction will go through. You can trade sheep for cows or corn for wheat; you can trade gold for silver. Anything! Just remember, the bridge needs to hold up the weight. Make it strong. It needs to be higher than the cost of what is being traded. I would recommend that your deposits be double the value of the commodity being traded. So for example, both parties would deposit 200 dollars of coins and the amount would be set to the minimum of 5500 satoshis. Then, they could freely trade 100 dollars of silver for gold. 

· Micro-trading. A bridge is made and many small transactions can complete very large deals. The transactions are probably going to be much less than the deposit amount and instead of making one transaction you can make many of them... even hundreds. These small transactions could even take place outside of the contract. However, templates make it so this feature is fast, automatic and seamless. So for example, you can both deposit 100 dollars in Blackcoin. Then, you can trade Dogecoin for Darkcoin at 50 dollars. You then quickly send funds after each confirmation. So you can simply repeat the trade until the amount you wish to trade is reached.

· Build permanent bridge between partners. You and your partner can create long-term contracts where multiple trades are made outside of the contract. The contract becomes your insurance policy. Perhaps you both want to self-assure that you are part of an honest business relationship. So you both deposit 5,000 dollars for a one year contract. Then you and your partner can do all kinds of business. The double disincentive is a good way to ensure both parties will try their best to work together. You can confirm and renew the contract once the year ends.

· Anonymous cross chain trading. BitHalo creates the platform for an anonymous decentralized exchange. Using BlackHalo for example, you can send Bitcoins in exchange for Blackcoins. This is more anonymous than Darkcoin's "Coin-join" and even more anonymous than Monero or Cryptonote. Simply because the two chains are totally unrelated and you can also use two coins of your choosing. The only thing more anonymous than this is zero-knowledge proof. It should be mentioned that all Halo clients will be able to communicate with each other. Making Halo a far more powerful solution than any contracting client that attempts to clone it. NightTrader is the decentralized exchange proposal that uses micro-trading and cross chain trading to give you the full crypto currency package.
· Trading pairs for decentralized exchanges. No more Mt. Gox, no more Ripple or Nxt. Now your coins never have to leaver your computer! Trade Dogecoins for Blackcoins and Bitcoins for Peercoins. The sky is the limit.

· Set up a joint account with a business partner or friend. (See 2.2.)
· End chargeback's from credit card companies and Paypal. Now you can open a ticket in advance with the public keys from you and your counterparty. Each party sends it individually. A plug-in for Paypal could be coded in a few lines of code. This validates the escrow. You can do a series of things to prevent the chargeback. The most simple one is that both parties open a ticket and send their public keys for the escrow which can be opened by Paypal to monitor. You can also show them the escrow on www.blockchain.info. And finally the most secure technique is to wait 30-90 days until the refund period has ended before releasing the funds.
· Hire an employee and both of you make a deposit. The employee is expected to perform, and the employer is expected to pay. In this case, the time limit enforces milestones for employee reviews and significantly increases productivity. This becomes an invaluable design for outsourcing, with a guarantee that everything will be completed to secure payment. It also guarantees that employer will pay for work as it gets completed. A win-win situation. For example, perhaps the employee makes 100 dollars a day. So both parties put up 200 dollars with the minimum amount. If the employee does not show up for work or damages the workplace, the employer defaults. And if the employer does not pay then the employee defaults. The time limit is a good equalizer here. It can also be set for longer if desired or renewed daily. The employer would pay the employee in cash or coins outside of the contract. 
· Negotiate real estate deals without using an escrow. In real estate, escrows have been known to disappear with the money. No longer will this be possible. For this example there are several methods to performing this. The first is to deposit the full real estate value and a deposit. So perhaps the house is worth 100,00 dollars. Buyer posts 100K deposit and 100K amount. The Seller posts 100K for their deposit. Then the seller signs over the title and any disclosures required by the state. Then they release the funds. They could in theory, perform this without paying an escrow or an agent. This would save them roughly 7,000 dollars on the value of the home! Also it should be possible to trade for the house in pieces of collateral. For example, both parties could place a deposit of 10K. Then the seller signs over 5% of the title in exchange for 5,000 dollars. Then they perform this transaction 20 times in total to reach the full price. This equity exchange is perfectly trustless as long as the title is done in a secure country. The note itself has equity and could be sold in the secondary mortgage market in case of a dispute meaning no risk for either party. Even a partial deposit is usually going to be enough to deter issues during the deal.
· Trustless Crowd funding and fund raising. Many of societies problems arise from not being able to trust IPOs, crowd funding and political campaigns. One way to restore faith in businesses is to crowd fund with distributed collateral. If taking part in a series of Halo contracts, the party raising funds would not be able to receive them until the escrow is signed for. So a person funding can decide when then party has earned the money. Additionally, an example of a political campaign could be run where the party running puts equal collateral. If they do not honor their word, the escrow defaults.

· Bartering. As mentioned earlier with a bridge, any agreement contract or idea can be traded without the need of trust. This means you may trade wheat for corn, gold for services, paper for stone. Anything. This is absolutely invaluable for governments that suffer from lack of trust. People who are transporting are not required to carry the cash on delivery and they can release the contract when they return safely to their homes.

· Derivatives, options, futures and backing. The world can now return to the gold standard! Coins can be used to back a commodity. If a party makes double deposit contracts with a series of parties, they can guarantee a buyback price. This can completely obliterate volatility and can potentially create unlimited types of financial instruments. Options and futures will not go unpaid since both parties hold a contract for the bet.
4. What is Malleability?
Malleability is a problem that has been recognized for many years. It is when a party is in possession of a signed, raw transaction, and they change it in very subtle ways. They are able to change it enough so that the transaction ID is different.  In theory a miner could do this by intercepting it on the network. 

Just how big a problem is malleability? Perhaps not actually as big of a problem as the media makes it out to be. In 2014, it had become apparent that some of the issues with Mt.Gox were not really due to mutated transaction IDs. Those issues were foreshadowed long before the insolvency. The transaction ID is not particularly useful to most people. It does not jeopardize Bitcoins in any way. However, I believe the claim made by Mt.Gox was that their system used the IDs to confirm withdrawals. Their excuse was later found out to not be truthful.
Although the problem is relatively harmless, it does make forming contracts much more difficult. Since contracts are based on future transactions, it was thought that malleability greatly slowed down the arrival of Bitcoin 2.0. Some people thought it made smart contracts unfeasible since these by definition work by linking chains of transactions to form a commitment scheme. If a signature can be mutated enough to change the ID, then any future transaction signed in advance would have to be re-signed. This can lead to deals being broken.

The Halo commitment scheme circumvents the risk of loss by using a protocol which exchanges Bitcoins and raw contract data in a specific order. The only portion of the BitHalo protocol truly affected is the funding of escrow. Changing that specific ID would allow the escrow to be created, but any transactions based on it invalid. To mitigate these problems, BitHalo provides the Instant Refund option! Instant Refund creates a pre-signed transaction that spends an input from the escrow back to the person submitting based off of the original ID. Mutating the ID would invalidate the refund! This will make the potential loss very high for a party who tries to mutate the ID with intentions of extortion. If any other ID is mutated in Halo’s protocol, the clients would just attempt to renegotiate them. 

Malleability and the problems facing smart contracts are discussed in detail in the BitHalo White paper. We recommend you read this for further information on this issue and a stronger read on the value of BitHalo. 

BitHalo is investigating the use of “zero knowledge proofs” to enhance Bitcoin security and smart contracts. There is ways to stop malleability completely by optionally signing the ID however most blockchains don't have this implemented. Blackcoin, BitBay and other "proof of stake" coins are also much more resistant to Bitcoins greatest weakness which is called 51% attack. This specific problem in Bitcoin can be found on the internet discussed in length.

5. How Do I Make Change?
Halo has developed a totally new change system. Two reasons drove this effort: (1) Halo and the crypto-currency community need multiple available inputs to form large volumes of contracts; and (2) Halo needs lots of small denominations available for its anti-spam protocol. 

Change in Bitcoin works exactly the same way it does in the real world. If you give somebody a $20 bill for a $5 item, you get a series of denominations in change. The cashier does not hand you a $15 bill in the real world. But in Bitcoin, this is exactly what normally happens. If you send 50 Bitcoins from an exchange to a personal account, then you are in possession of a "50 Bitcoin bill."  If you get sent 2.303522 Bitcoins, then you are in possession of a "2.303522 Bitcoin bill." Most clients break this up into a series of addresses. Each address has a private key that is stored in your Wallet.dat file and technically your Wallet is multiple accounts.

My first reason for avoiding it was obvious. There should be one account number. The second reason was actually much more important. I wanted to be able to break up the change into smaller denominations. This will allow simultaneous purchases. So, instead of spending your whole balance of "50 Bitcoins" for a $1 purchase and receiving "49.999... Bitcoins" in change, you break those 50 Bitcoins into the following denominations: 10, 10, 10, 10, 5, 1, 1, 1, 1, .5, .1, .1, .1, .1 and so on. If your account is new, we highly recommend you create a transaction with yourself to "break for change". Do this by doing a quick send to your own address. This will break up your account into denominations.

Halo is more efficient than any other client because it looks for your loose change, groups it together into one output, and pays it to you. Once you have too many pieces of loose change in your "penny jar" or once you have too many "$1 bills,” your address combines them to make a larger bill. This is exactly how cash works in the real world, and it is the best way to run a Bitcoin wallet. 

Following are some of the key components of how the Halo change system operates:

· Before spending, Halo looks for all non-denominated inputs and any odd-numbered inputs and adds them to the transaction. It also looks for any amounts that are lower than the value of the lowest denomination and groups them together. 

· Denominations are ordered in satoshis in the following amounts: 50, 10,5,1,.5,.1,.05,.01,.005,.001,.0005. 

· Anything lower than .0005 is part of the "penny jar."

· If there are more than five denominations over “5” of any type, they are added with the hopes of making a larger bill (so 10 ones become a 5 and 5 ones).

· If there are less than 3 inputs in the penny jar, Halo does not add them to the current transaction. 

· The amounts are sent out with the transaction and they are paid back into your account in ordered amounts. The result is a very neat account with many spendable inputs of variable sizes.

Halo has fine-tuned what denominations are the most practical for everyday use. The code has now been audited at length by multiple parties. Its source code is available upon request.

For your information, you can see many of the code test transactions by looking at my accounts on blockchain.info. All the transactions in testing were done on main net. This program has been tested exhaustively and every aspect of my program tested using real Bitcoins, BitBay and Blackcoins.

Halos system for avoiding input conflicts is a perfect management of accounting. Contracts will intelligently reserve coins for any deal you intend on entering into. Consider that the more you negotiate, the more inputs/cash you set aside and the less coins become available for spending.
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6.  What is Upcoming?
6.1  The Future

Instead of copying the source to BitHalo and slapping a different name on it, I recommend trying out a new idea and expanding on Bitcoin instead. I hope to create the ideology of "decentralized companies." Blockchains give increased security over stocks and current financial systems because you can hold custody of them, not have to pay middlemen, and program the assets and funds to automatically pay dividends and perhaps even trade real estate notes. For these reasons I think this industry will continue to expand. At the time of writing this, I considered myself an employee of the blockchain. Instead of making a new altcoin with "one feature" or "promise the moon and deliver nothing" which will only result in the infamous "pump and dump", I encourage the open source community to join me and help make a better Halo suite. Hopefully, this software is an inspiration to you. Following are some of things in store for the future. Most of these ideas are ones I had during the brainstorming process, when I was trying to come up with useful things to benefit Bitcoin. Some of these ideas are actually unrelated to BitHalo, and I would like to encourage people to explore them.

· Backing of physical Bitcoins. Although there needs to be a good holographic scanner, I have several ideas using holographic stamps to represent a public key. The stamps would be identical but the scanner would tell them apart due to slight differences in the way the light reflects back. The stamps could be registered using a decentralized minting and backing process. The private key is under it and the stamp is tamper proof. The issuer backs it with a BitHalo contract as a guarantee that the private key is actually under there.

With this design, anyone with a hard copy of the blockchain can verify the stamp without an internet connection. It gets redeemed at the end of the year once the contract expires. Now if only there was a way to verify that with your smart phone. 

Perhaps it's even possible to use crystals or physical objects for the public and private key 
since they are so unique. They could be read with a spectrometer or colorimeter. I believe 
there is many clever ways to resist counterfeit and uniquely identify physical objects.

· Starting from when I was hired to develop BitBay, to protect the community I created a decentralized moving peg. This "stablecoin" concept was the first of it's kind. The idea is to control the supply by freezing and unfreezing coins. So users would have a constantly fluctuating reserve and liquid balance. Reserve coins can only be moved with a long delay. Therefore selling or aggressive buying on the exchanges can be stopped in it's tracks. Because this supply control is done by force it can be sustained long term. I think this type of system has almost limitless potential for stabilizing prices and helping the adoption of cryptocurrencies and restoring trust to the market. We encourage other developers to explore the extremely simple system of creating deflation in a coin so the liquid supply always matches the demand! The things you can build on top of this are so expansive that I think an entire manual could be written on that subject alone.
· Use private keys to sign files, documents, and legal papers. The blockchain can be used in place of a notary. Instead of identity being obfuscated, it can actually be confirmed. This can be useful when trying to prove the ownership of land or real estate. If these notaries were publicly accepted as valid then it opens up some amazing doors such as peer to peer trading of equity at the speed of the internet. This can boost blockchain technology to revolutionary heights. It will also empower homeowners and owners of commodities and shareholders in companies by giving them the freedom to trade value producing objects internationally without dealing with bureaucracy or middlemen. Once these objects are programmable, they will be able to push demand for blockchain technology and even give it some actual backing.
· Create an alternative coin using zero-knowledge proof between Mandlebrot and Julia sets. This way your coins also make really cool looking fractals. It would also be completely anonymous. I have many ideas for how this proposal can work however I doubt I will have the time in the near future.

There was a document I read about a new zero-knowledge proof using relationships between the two sets. (See references below.) 

· Decentralized internet technologies like decentralized python, decentralized companies, or proof of node reliability may be in the future. Most likely, cloud storage and mesh networks will be available in a few years. I believe wireless routers or even 3d printed electronics will be used to form an entirely new Internet. A coin can be developed to create incentive for a mesh network. Perhaps a "proof of node" where certain coins can only be mined if a party can prove their position in a mesh network.

· Games can be created which are decentralized and where profit motivates the players in a decentralized fashion. I know Huntercoin was the first coin to try this. A "human mine-able coin” similar idea can be utilized using CAPTCHA. Some faster coins have already been released and all it takes is for some ambitious game designer to build on that.
· Perhaps smart contracts backed by real estate, cash or commodities can be issued in a decentralized network to buy back Bitcoins or altcoins at a set price for stability. If a system like this was combined with a peg like BitBay's dynamic/rolling/moving peg then it could be a powerful way of sustaining a popular network.
· Create a currency based off of time instead of coins. This is a proposal made by a friend of mine and I really like it. You create a currency where time is the medium of exchange to eliminate volatility in low volumes. This "time" currency can only be issued to wallets by their reputation (which you can import from the hash of social networking profiles). And then that influences the speed at which they can redeem hours minutes and seconds. The block time is used as the primary timing device and only a certain amount of coins can be redeemed in a 24 hour period. The exchange rate of labor, would be the rate used to buy goods. Other chains can branch off the main time chain using it as backing and even using Halo contracts to secure the deals.

There are so many ideas and so little time. I encourage the reader to take part in the rapid changing of technology. There is many promising technologies coming to light such as cryptocurrency, alternative energy, decentralized farming techniques, water from air, compressed earth blocks, 3d printing (from electronics to houses), biotech and virtual reality. We hope to see a new future where consumers will consume less by producing more efficiently from home.
The next section of this documentation is the Whitepaper. It may seem a bit repetitive, but it is a complete and professional explanation of the magical BitHalo protocol. So if you have read this far and you are still interested, the next section following references is for you. This paper will also be published separately outside of this documentation. Furthermore, my pursuit of a better Halo will not be possible without you. So if you like what we do, please show your support by buying us as beer, coffee or pizza. This can be done within the Halo client. Thanks for reading this far, and I hope you enjoy Halo.
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7.1 Troubleshooting
If your client does not start:

This can happen on certain computers. If you are running Windows, check on whether or not you have administrator privileges. In order to fix this, please go to the Halo directory, right click on the program, and click properties. From there please check the box that says "Run as Administrator". You may want to also try this for blackcoind.exe, BitMHalo.exe and BlackHalo.exe/BitHalo.exe. Also, please do not install Halo to "Program Files" since this folder might require elevated privileges on some computers. If you did install in that location, "Run as Administrator" might fix any issues. Also, your antivirus may not allow you to open ports or might block the program although this is very rare. If that is the case please make an exception for Halo and its other processes. If you are on Linux or Mac, its possible Blackcoind.exe or BitBayd.exe or any other coin daemon is not compatible with your exact platform. You might try building the daemon by following the instructions on Github.
Another reason this may happen is that Halo is already running. If this is the case, please restart your computer or stop all the related tasks using task manager (BitMHalo, Blackoind, BitHalo/BlackHalo/BitBay).

If your balance is incorrect:

This can happen if blackcoind.exe or the altcoin client you are running skips a block. Although rare, I have seen this happen. If this happens, please click the rescan button within the client. 
My Escrow is not confirming:

First of all, don't worry, your funds are safe as long as you have contracts.dat. Perhaps your counter-party cancelled and didn't inform you or perhaps they are not logged into to the Halo software. First try being patient, maybe their internet is out so give them time to come back online. You may try also canceling the deal before it funds as a last resort. If the cancellation completes, the funds get returned to your wallet. If you have any more questions, please contact the community and they will try and look at the issue. Always try and manually backup contracts.dat for safety! 

The blockchain is not synchronizing/I have issues with email:

Although rare, some anti-virus software has been known to interfere with our IMAP or BitBayd/Blackcoind/Bitmessage. You will need to add an exception for the folder containing Halo. Since each anti-virus software is different, you may want to contact their support if you need assistance. Sometimes if the blockchain itself has an error, or perhaps gets corrupted you could clear out the files in its data directory and download it again. Even though wallet.dat is not used to store keys, it is used for keeping track of blockchain data, so you can try backing it up. Otherwise you might want to reload your private keys when you launch the program again to signal the wallet. If your coins don't show up simply rescan.
Any other issues or questions please contact the community on forums, reddit, telegram or slack. For example, on the BitBay website there is many answers to common troubleshooting questions.
Two Party double deposit trustless escrow in cryptographic networks and Bitcoin.

By David Zimbeck

1. Abstract

Crypto-currency is a form of decentralized digital currency that has changed the world of finance over the past several years.  Bitcoin[1] lacks a central authority and protects anonymity, while allowing a relatively low-cost alternative to fiat. It opens the doors for international exchange of commodities and has the potential to change how business is conducted. The signature and scripting system that Bitcoin uses allows for the creation of smart contracts. Also using signatures, it is possible to create accounts that require multiple signatures (multisig accounts) as well as transactions with multiple inputs and outputs. There has been discussion of some of the current weaknesses with smart contracts. We address these weaknesses to make smart contracts immediately accessible on the Bitcoin network. As proposed, this protocol offers a system of commitment schemes and business protocols that greatly reduces the issues of extortion and malleability from two-party escrow.

2. Introduction

According to the Bitcoin wiki page for smart contracts[2], there are some drawbacks to the current protocol. Weaknesses with transaction replacement can jeopardize commitment schemes. Some of the proposals discussed such as "Secure multiparty computations on Bitcoin"[3] or atomic trading [4] suffer from a set of weaknesses which has prevented the early arrival of Bitcoin 2.0. First, transaction replacement has been disabled in the Bitcoin protocol. Second, transaction malleability can completely interfere with "future" transactions by mutating the transaction id (txid). 

Bitcoin’s scripting system relies on a series of inputs and outputs. Each input is in a certain position, has a value and an address, and has a unique identifying txid number. The outputs can be one or many, and they are a list of addresses and values respectively. Signing is done using public and private key encryption thanks to Satoshi Nakamoto's brilliant solution to the "Two Generals problem"[1]. 

The scripting system has a variety of script hashes which were supposed to allow for a myriad of different contracts [5]. Our protocol does not actually rely on those although it is worth mentioning. Each input needs to be signed by any associated party and, in the case of multisig accounts, each party will sign their portion of each input. 

The problem of not being able to replace transactions gives rise to many different extortion and double spend attacks. Additionally smart contracts suffers from a problem called "transaction malleability." Before a transaction is broadcasted to the cryptographic network, one of the parties will be in possession of the raw transaction. Although the signature itself can not be forged, it can, however, be mutated. By changing small bits of information, the transaction can be changed sufficiently to result in an entirely different txid. Although this does not jeopardize the security of the network it does make future commitments base on that id useless. Also if raw transaction data is exchanged before broadcasting, then one of the parties can attempt to submit early, invalidating some transactions. 

Multisig accounts can be traditionally used as an escrow requiring 2 of 2, 2 or 3 or 3 of 3 signatures to confirm the spending of any input. A two party escrow (2 of 2 multisig) can suffer from the problem of extortion as well. A normal escrow (2 or 3 multisig) can result in collusion, bad judgment, and the usual problems which arise when entrusting third parties with your assets. 

This protocol system solves these problems in a very simple and discrete manner which will greatly reduce the risk of loss, allow for trustless smart contracts, and allow trade between perfect strangers even if the parties themselves can not be trusted. Its implications and significance to the world are even beyond the scope of smart contracts and cryptographic networks. This paper forms an ideology and foundation for commitment schemes based on risk/reward combined with naive protocols. For the first time ever, untrustworthy parties will actually be compelled to perform in good faith.

3. The protocol

3.1  The agreement

For this example we shall assume two parties namely Bob and Alice wish to enter into an escrow to perform any type of contract. Perhaps Bob wishes to purchase Bitcoins using cash from Alice, They decide to form a trustless two-party escrow. 

First Alice generates a public (p1) and private key (pv1) pair for the prospective escrow. Alice sends a request to sell the Bitcoins to Bob over the cryptographic network by sending, for example, the smallest possible payment she can of .00005500 Bitcoins using a cipher that is open to the public. This cipher decodes a fake address attached as an additional output which was actually an encrypted personal message that reveals her Bitmessage address, and as a result, a secure communication channel can be established while at the same time circumventing spam. Now the parties are free to exchange the contract details without interference. Please note, Bob and Alice are not limited to communicating this way: They can employ any communication protocol they find suits them best. They may choose to use a custom public/private key protocol, BitMessage [6] or e-mail. 

In the spirit of things, we choose to keep communication encrypted under Bitmessage for security purposes and to avoid "eavesdropping." Bob creates the hand shake with Alice by sending his new public key (p2) from a key pair (p2 and pv2), and the same transaction details along with his first txid which we will call tx1. He does not broadcast tx1 nor does he reveal the raw transaction details. Instead he sends the encoded hex which results in the first txid. 

Tx1 spends inputs of his choosing into a normal or multisig account to which he holds the keys. This is a "temporary funding account." The reason for the funding account is that Bob and Alice want to perform the transactions in a streamlined simultaneous fashion. They want to create a series of future transactions.

Ironically, in order to create a future transaction, you must have a signed transaction. Therefore, it would be impossible to generate the future  txids without the uncertainty that the second party to receive a signed tx1 would not sign and submit it early. Thus, a temporary account circumvents the "early broadcast problem". Since the temporary account is not funded yet and Alice does not have the raw version of tx1, it would be impossible to submit anything to the network without Bob’s approval.

3.2  The creation process

Using the public key that Bob sent, Alice generates the new mutisig account (escrow). She creates tx2, which spends funds into her temporary funding account. She does not broadcast this either. 

She then writes tx3 that spends the inputs of tx1 and tx2 into the escrow. She signs this. She then creates a transaction that spends tx3 as 99.9% fees to the Bitcoin miners [7] to use as a penalty in case she breaks the commitment (timeouttx).  This penalty is one which both Bob and Alice will suffer if they try to play fowl or cheat the deal. If there are reservations about collusion with miners or in the case of "proof of stake" networks, then the funds can also be sent to a verifiably un-spendable address such as 1BitcoinEaterAddressDontSendf59kuE.  Alice signs timeouttx. 

3.3  Malleability refund

For this example Alice and Bob agreed that the risk of the party broadcasting the transactions was a high risk and could perhaps mutate tx3 to extort from the counterparty. Thus, tx4 is created by Alice. In tx2 Alice decided to send a larger amount to be destined for the escrow. She does not plan on keeping this as a deposit. Instead she writes tx4 which spends one of the inputs from tx3. 

In this scenario, tx3 pays to the escrow in two separate denominations scripted as separate outputs to the same address—one for her refund and the remainder for the escrow. Tx4 spends said input from tx3 back to herself as a reward for good behavior. Now, if Alice tries to mutate the txid of tx3, she also invalidates her refund. This creates a risk/reward scenario which can make the price of extortion unbearable. 

One thing to also note here: A very common escrow will be where Bob and Alice have an equal deposit with the addition of Alice's Bitcoin that was being sold as per their original agreement. So, they may be in escrow at an initial ratio of 2:1. This is by no means standard. They may also choose to perform micro-trading (sending many small payments instead of one large one) or any other form of contracting. However, if Alice is going to be in escrow for more than Bob, it would make sense for her to broadcast anyway. Therefore in that situation Alice and Bob may agree to forego tx4 altogether.

3.4  Finalizing the escrow deposits

Now that Alice has composed all the transactions, she signs them all and sends them to Bob. First she takes p2 and uses it as a cipher for an encrypted message. In this message she will send all of the raw transaction data with the exception of tx2. She can know that the message is secure since it uses p2 to conceal the data. This communication is not limited to the Bitcoin network, although that may be a good way to mitigate spam and automate the process. Rather, communication can equally be sent in any medium since the only person capable of decrypting it is Bob. In the case of Bitmessage this may be redundant since Bitmessage is theoretically secure.

Bob receives this message and confirms it is from Alice. He then uses pv2 to decrypt the message. He now can freely review and sign everything. If Bob is happy with the agreement, he can use p1 to encrypt a message for Alice. 

Now that everything is signed, there are two copies of timeouttx. Thus, both parties can be secure during escrow negotiations since the risk is spread and structured according to their level of trust for each other. So now Bob sends every tx back to Alice including tx1. Now the transactions are all potentially valid.

3.5  Broadcasting and managing intercepted transactions

Alice now uses pv1 to decrypt the final message and she then broadcasts all of the transactions with the exception of timeouttx. There is the remote possibility that a miner will be able to intercept the transactions and randomly mutate one of the txids. 

The protocol includes two applications to mitigate problems which could arise from this. Firstly, mutisig accounts also deemed "p2sh" accounts have been described as more resistant and expensive to mutate [8]. Although I do believe this will require a lot of scrutiny, nonetheless my protocol uses p2sh accounts for every step of the transaction. Secondly, Bob and Alice will most likely be using a client that will automatically attempt to re-sign any of the broken transactions. If tx3 gets broken, Bob and Alice could take their coins back and attempt to sign everything again. If tx4 or timeouttx is broken, they will most likely re-sign them out of good faith. Furthermore and more importantly, the clients themselves are naive and will plan on deleting the escrow keys regardless of whether a destruction exists or not. Neither party can be sure that the counterparty’s client will not automatically honor the protocol if violated. Naive multi-party protocols will cause a whole new wave in thinking about decentralized computing in the near future for this reason. It will be the basis for decentralized companies and software.

3.6  Finalizing escrow

At this juncture, the funds are now in escrow. One of the variables in the contract was the time limit of timeouttx. This time limit is agreed upon in advance. It can be measured in hours, days, or quite possibly the blockchain itself. (The blockchain is the shared/public ledger of all Bitcoin transactions.) 

Bob and Alice can write any transaction from here. They most likely will try to cancel or confirm upon the receipt of the commodity or completion of the agreement.

3.7  Taking extra precautions against extortion

Both parties can take their own security one step further. They can choose to use ambiguous funding information such as a Western Union, bank deposit, gift cards, cash or prepaid debit cards. In the exchange of coins or commodities, there are several ways to conduct business without revealing the identity of the parties. One simple way is to use a public bulletin board or a BitMessage channel to post their contract to the world. This is especially useful for cash deals. Even in the case of certain outsourced employment contracts, it is reasonable to communicate in a filtered manner using an encrypted channel. As mentioned briefly in section 3.5, naive clients can communicate in a filtered manner with expectations of only certain types of information and commands thus completely obliterating theft and extortion. This revolutionary style of decentralized/filtered communication can be the basis for unlimited types of contracts and even decentralized Python programming and decentralized autonomous companies. Another way to reduce risk greatly to the point of being almost non-existent is by making a contract with small deposits at a ratio that is roughly 1:1. Then the contract is completed as a series of micro-payments or milestones. In this way, very large deals can take place with relatively small initial deposits. A special type of deal I refer to as "micro-funding" would perform potentially unlimited maneuvers under this contract and can easily fund million dollar deals in a trustworthy risk-free manner. A "contract bridge" can be created in the same way for virtually any application. Try to think of it as a form of self-insurance.

Regardless, the proposal here is to mitigate risk further by either filtering or eliminating extraneous information partially or entirely. If Bob and Alice have nothing else to discuss but the raw contract data itself, it makes threats impossible.

4.  A useful diagram illustrating the protocol
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5. Implementation

This protocol has now been tested using a home made program originally coded in python called BitHalo [9]. The program itself is completely new, and is being published the same time as this paper. Being open source, it should be easy to review, audit and expand on the various different permutations and methods of implementation of the protocol. This is only the foundation and new more advanced protocols will undoubtedly be proposed as a result of this paper. There is technically no limit on the ways "Smart Contracts" with two deposits can be applied. The wallet addresses for BitHalo can be reviewed by looking at the associated wallets addresses over blockchain.info [10]. Open source software is gaining ground, and we believe that these concepts will evolve and expand at an ever increasing rate.

6. Conclusion

The protocol has been described in the simplest terms. We believe the result will be creation of a new paradigm in finance where people will no longer have to depend on untrustworthy third parties. 

There was an example of a Bitcoin exchange that "lost" the equivalent of hundreds of millions of dollars. This behavior is unacceptable, and it costs the consumers dearly. Furthermore escrows in real estate transactions have been known to go south and completely disappear. Banks have been known to disappear throughout history as well. In fact, almost every sector of economy that involves third parties runs the risk of loss to the consumer. This protocol brings a whole new set of solutions back into the hands of the individual where they now have full control of who they decide to trust and how they decide to structure that trust. Additionally this brings confidence into the hands of young businesses that want to find a way to earn the trust of their clientele. It is a very attractive proposition in any employment contract knowing that both parties employee/employer made an advanced commitment. 

This also allows the creation of a bartering system that is insured by the deposits themselves. Under the bridge of trustless contracts, two parties can perform potentially unlimited maneuvers under the same contract. Two complete strangers who were originally untrustworthy are now capable of building trust despite their background, however dubious it may or may not be. Our society relies on trust to conduct business, form relationships, and exchange commodities. Finally after all these years and millennia of waiting a proposal has finally come to fruition. We hope this helps evolve an ever evolving economy into one that is more secure from uncertainty.
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